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JOCAIIKEHHA MOJEJEN MMOINUPEHHS IIKIIAJIABOTIO KOJIY
B KOMII'IOTEPHO-IHTETPOBAHUX CUCTEMAX YIIPABJIIHHSA

B.1IO. Mlanxin, J.I'. Jdeas, SA.FO. Ilinnyona, L.FO. Poraascskuii
KuiBchkuii HalioHANBHUHN YHIBEPCUTET TEXHOJIOTIN Ta TU3aiHy

Y cmammi po3zensoaromuca ocnoeHi Mooeni po3noscro0dceH s KOMN T0MmepHUX 8ipyCié
6 KOMN T0mepHO-IHMe2po8aHux CUCMemMax YnpasiiHHsI.

Kniouosi cnosa: mooenv po3snoscroodicenHss KOMR IOMepHUx Gipycie, KoMn'tomepHo-
inmezpoeani cucmemu ynpaeninusa, SIR mooens, demepminosana mooenvb, cmoxacmuuna
Mmooernw.

OmHuM 13 OCHOBHUX HAIPSIMKIB PO3BUTKY CyYaCHHMX CHCTEM aBTOMAaTH3alil €
CTBOPEHHSI IHTETPOBAaHMX CHCTEM YIPABIiHHA BHUPOOHHMIITBOM, SIKi BHPIIIYIOTH 3a1ady
inrerpanii Tpamumiinux ACYTII 1 ACVIL. Cepen ocHOBHUX TpoOjeM CTBOPEHHS
IHTErpOBaHOI CUCTEMU YIPABIIIHHS Ha MiNPUEMCTBI € 3a0e3MeueHHs 0e3MeKu, B TOMY YUCIi
3aXHCT BiJ IIKIJUIUBOTO KOY.

OpHak 1y [11€BOTO 3aXUCTy HEOOXITHO JOCTIAUTHA MOJIENI MOIIUPEHHS IIKITUBOTO
KOJY B KOMIT IOTEPHO-IHTEIPOBAHUX CUCTEMAX YIPABJIIHHS.

ITocTaHOBKA 3aBAaHHA

[TpoTuisiTH MOMTUPEHHIO MIKIIMBUX KOJIB JOCHUTH CKIAJHA 33/a4a, sSka Mae 0e3niu
acriekTiB. OHUM 3 TaKUX aCHEKTIB € MOJETIOBAHHS PO3IOBCIOKCHHSI IIKIJTUBUX SITieMii.
MaremaTH4HE MOJETIOBAHHS € BAXKJIMBUM IHCTPYMEHTOM JUISI MOJICNIOBAHHS, OTPUMAaHHS
pe3yiabTaTIB, PO3yMIHHS MOUIMPEHHS MIKiJTHBOTO KOY.

3a JOMOMOTOI0 CTBOPEHHSI MAaTeMaTHYHUX MOJIENEH pPO3MOBCIODKEHHS IIKIUIMBUX
KOJIB 1 MOJANBIIOTO MOJICNIOBAHHS Ha 0a3i IMX MojeNlel eBOMIoUii MIKIAIMBUX MpOorpam
MOJKHA OI[IHUTH MAcCIITaOW MOXJIMBOI 3arpo3y, BUBUUTH AMHAMIKY 3MIHU YHCIA 3apaskeHUX
komm'torepiB 1 T.4. KpiM TOro, pe3ynbTaTd UYHCENBHOTO MOJICJIIOBAHHS MOXKHA
BUKOPUCTOBYBATH ISl OLIHKKA €(EeKTUBHOCTI PI3HHUX 3aXOAIB NPOTHIIl MOIIMUPEHHIO
HIK{JUTUBHUX TPOTPAM.

O0’eKT Ta MeTOIH NOCIiIKEHD

Mogeni po3NOBCIOKEHHSI KOMIT IOTEPHHX BIPYCIB B KOMIT IOTEPHO-IHTEIPOBAHUX
cucremMax ympaBmiHHA. CTaTHCTHYHI JaHi 0Opo TMOWIMPEHHS IMIKIUVIMBUX TPOTrpaM,

MaTeMaTH4HI eTli1eMI0JIOTiuHI MOJIeNi 1 pe3yabTaTh, OTPUMaHi 3 X TIOTIOMOT 00,
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PesynbTaTn 10ciigxeHb Ta ix 00ropopeHHs

IcHye nexinpbka Mozenei AOCHIDKEHHS MOIIMPEHHS MIKIAJIMBOTO KOOy B
KOMI'IOTEPHO-IHTETPOBAHUX CHCTEMax YIpaBJIiHHA, a came. JeTepMiHOBaHA MOJENb Ta
cToXacTU4Ha MoJenb. JlerepmiHoBaHa Mojenb (MPOTHIICKHA MOAENI CTOXAaCTHYHINA) —
MaTeMaTU4HA MOJIEIb, MTapaMeTPH 1 3MIHHI SKO1 3aJIeXaTh OJHMH Bil OHOTO (DYHKITIOHAIIBHO,
TOOTO HE MIAMOPSAIKOBAaHI BUIAJAKOBUM KOJHBAHHSAM MpOIECY, B 3B’SI3KYy 3 UMM XapakTep
CHCTEMU B Oy/b-SIKHIi 4aC MOBHICTIO BU3HAYAETHCS YMOBAaMH OOpaHUMU CIIOYATKY.

CroxacTu4H1 MOJEi BUKOPUCTOBYIOTHCS, KOJIM MMOBIPHICTh KOJIMBAHHS HapaMeTpiB
a00 BpaxyBaHHS DPI3HOPITHOCTI € BaXJIMBUMH SK y Mallif, Tak i B i30JbOBaHI Mepexi.
CroxacTu4H1 MOJIEN1 TAl0Th 3MOTY MEPEBIPUTH KOXKEH KOMIT IOTEp B MEpexkKi Ha HMOBIPHICHIH
OCHOBI. AJle BOHM MOXYTh OyTH AyXe TPYJOMICTKMUMHU i MOTPeOYIOTh OaraTo CUMYJISILIT Ass
TOr0, 00 OTPUMATHU KOPUCHI MPOTHO3U. THM HE MEHIle, BpaXyBaHHS MOXJIHMBOCTI 3MIHU Y
mpolecax mepeaadi Bipycy 3abes3rnedye MeBHUN Aiama3oH MOXKIMBUX pe3ynbrariB. Lli moaeni
MOXYTh OyTH MaTeMaTHYHO MAy)K€ CKIAQAHUMU 1 HE HAJAIOTh MOSCHEHHS MOUIMPEHHS
MIK1IMBOTO Koy. Ilepin HbK mepexoanuTH A0 pO3rIIay NeTepMIiHOBAHUX MOJENEH, BaXKIIMBO
pPO3yMITH, SIKHM YHWHOM BHHHUKA€E eMileMis IIKiJJIMBOTO 3a0€3MEYCHHS B KOMII IOTEPHHUX
Mmepexax. i KOMIT'IOTepHUX BIPYCiB KUIBKICTh BPa3lMBHUX KOMII'IOTEPIB 3MEHIIYEThCA 13
yacoMm. [lepen nepimum cragaxoM MOIMUPEHHS MIKIUIMBOTO KOy YACTKa BPa3JIUBUX Yy MEPEXKi
e 100%. A orxe, yacTka 3apa)keHUX Ta THX, SkuxX Buiayuwid, € 0%. Komu mounmHaerscs
emigemisi, TO KUTbKICTh BPa3JIMBUX 3MEHIIIYETHCS, a KUIBKICTh 3apaKEHUX 30UTbITYETHCH.

VY cTOXacTHYHOI MOJENi, IMIBUIKICTh 30UTbIIEHHA KUIBKOCTI AaHTUBIPYCIB MOB'S3aHa 3
YHCJIOM BIPYCIB, BXKE€ ICHYIOUHX B JaHM MOMEHT B Mepexi. s SIR Moneni mBUAKICTh OSBU
aHTHUBIPYCIB HE 3aJEXKHUTh BiJ 4YMCIa HAasSBHUX BIpycCiB, 3MiHAa iX KUIBKOCTI Ma€ MOCTIHHY
mBUAKicTb. KpiM TOro, croxactnyHa MoJiesb, Ha BiqMiny Bix SIR Mozeni 103BosIs€ MPOPOKyBaTH
pE3yNbTAT, IIPH SIKOMY B JIaHIH MEepeKi MOKe BUHUKHYTH HOBHIA CTIaax emiieMii, TaK sK YacTHHA
KOMITIOTEPIB 3aIMINAETHCS HE3aXUILECHOI0 aHTUBIPYCOM, IO JI03BOJISIE OTPUMATH OUIBII TOYHHUIMA
pe3yabTaT Ipy MOJIETIOBAaHHI MPOLIECY MOIITMPEHHS MIKITUBOTO KOJLY.

PosrisiHeMo crioyatky emiieMito HalmpocCTiloro BUAYy, TOOTO BUNAIO0K, KOJH IIKIJJIMBE
nporpaMHe 3a0e3MeueHHs] PO3MOBCIO/KYETHCS Cepell TPYIU CIPURHATIMBUX KOMI'IOTEpIB, ajie
BUJIAJICHHS iX 13 Mepexi 3a paxyHOK BHMXOAY 3 Jaqy, BWIIKOBYBaHHA a0o0 Boilii He
BinOyBaeThes. [IpumycTumo, o MaeMo 7 KOMITIOTEPIB, COPUHHATIMBUX JI0 TAHOTO IIKIIJTHBOTO

MpOrpaMHOro 3a0e3medyeHHs 1 Te, 10 B MOMEHT 4acy t=0 B rpymy nomajmae oJiHe JKepero Bipycy.
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[TpupoaHO TOYMHATH JOCTIHKEHHS 3 AETEPMIHICTCHKOI MOJIEN], X0Ua MOXHA BBa)KaTH, 10 BOHA
He JyXe Miiiae i eniieMii, o po3noYnHAIOTHCS MPU HEBEIHKIN KUTBKOCTI JPKeper BipyciB,
TaK SK CTaTUCTHYHI KOJMBAHHS B TPYIll 3apaKeHUX KOMITIOTEpiB OyAyTh BIIYYTHUMHU HaBITh B
TOMY BHITQJIKY, KOJIM 3HAUYEHHS 71 JOCTATHBO BEJIUKE.

KinbKicTh 3apakeHHUX Ta He3apa)XKEHUX KOMII I0TEPiB pO3pPaXOBYETHCS 32 HACTYIHUMHU
dopmynamu (1) Ta (2) BimnmosigHo. I'padik 3MiHM PO3NOALTY WMOBIPHOCTI 3apa)KCHHS Ta
HE3apaXCHHS KOMIT IOTEpiB Ta BiANOBIIHI aCUMNOTOTHYHI 3HaYeHHA MOOYJOBAaHO Ha OCHOBI
dopmyn (1) Ta (2) Ta 300paskeHO Ha pUCYHKY 1.
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Puc. 1. I'pagik 3mMinu po3noaisty iMOBIPHOCTI 3apaskeHHSI Ta
He3apakeHHs1 KOMIT'IOTepiB Ta BiAMOBiIHi aCHMITOTHYHI
3HAYeHHS
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PosrnsiHemMo 3arajibHUE BUIAJ0K aeTepMminoBaHoi moxedni [1, 2]. Tlpumyctumo, mo €
rpymna i3 N KOMIT'TOTepiB, B sKiii B MOMEHT Yacy t € x CIpUHHATIMBUX KOMIT'IOTEPIB, ¥ DKEpe
BIpyCy Ta Z BHJIYy4EHHMX KOMM'tOTepiB. Takum yuHOM, X+Yy+z=n. IIpunyctumo, mo yactoTa
KOHTAKTIB JIOPIBHIOE 5, TAKUM YMHOM CEPETHE YHCIIO HOBUX BUIAJIKIB 3apayKeHHs B iHTEpBai
At nopiBHioe SxyAt. Crig TakoX BpaxyBaTH 4acTOTY BUMAJAKIB BUIYYEHHS ), TOOTO KUIBKICTh

KOMIT'I0TEepiB, fKi B iHTEepBai yyAt MOKKUIAIOTH 3apaKeHy TPYIy.

PiBHSIHHS pyXy AJIS IILOTO MPOLIECY MAIOTh BUTJISL
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[Tpu mouatkoBiii ymoBi (X, Y, Z)=(Xo, Yo, 0) B momenT t=0. SIkio BuximHe 4HCIO
JDKepen BIpycy, TOOTO Yo, AyXe Malie, TO MOXKHA BBaXKaTH, MO X~ N. I3 Apyroro piBHIHHS
cucTeMH 0e3MocepeHbOo CIIYeE, 10 eMiieMis He MOXe MOYMHATHUCS, SKIIO HE BUKOHYETHCS
ymoBa xo>)y/f. Ha3emo BenuuuHy p=y/ff BIIHOCHOIO YaCTOTOIO BHJIYYEHHS 3apa)KCHUX
KOMI'IOTEPIB 3 MEPEXi; TOJI MOPOTOBUM 3HAYCHHAM LIi€l BETMUUHH Oye 3HAUCHHS p= Xo=N.
[Ipy UIUIBHOCTI COPUHHATIMBUX KOMIT'IOTEPIB, IO JEXKHTh HUXKYE I[LOTO 3HAYCHH,
MOYATKOB1 BHIAJKU 3apaXEHHS IMIKIAJUBUM KOJOM 3HUKHYTh paHille, YHM BIpycC
MepeNacThCsl HIIMM KOMIT IOTepaM. AJie SKIIO IS IUTHHICTh BHUIE MOPOTOBOI, TO emigeMis

BUHHKAE HABITh B TOMY BUIQJIKY, SKIIO MMOYaTKOBE YUCIIO JDKEPET BIpyCY AyKe HEBEIIUKE.

Xoua A7 CUCTEMH PIBHSHb MOKHA 3HAWTH TOYHMU PO3B’SA30K, B TAHOMY BUMAJIKY
MOXHAa CKOPUCTYBAaTUCS HAONMKEHUMHU MeTodamMu oOuucieHb. HeBimome ) MokHA
BUKJIFOYHMTH, PO3AUIMBIIK TEpIIe PIBHAHHS Ha Tpere. B pesynbrati maemo: dx/dz=-x/p, mo

MICIIS IHTErPyBaHHS Ja€!
-2l
x=xge " 4)
[TincraBnstoun B piBHsHHSA (3) CHUCTEMU 3HAYCHHS y=n-X-Z Ta B3SBIIN X 3 (POPMYJIH,
MaEeMO

dz
dt

=y(n—x—-2)=y (n —-z— _toe_i) (5)

Po3B’s3yroun piBHsiHHS oTpuMyeMo Z(t), 110 po3paxoByeThes 3a popmyaoro (6).

© KuiBcbkuil HalllOHATBHUI YHIBEPCUTET TEXHOJIOTIH Ta nu3aiiny, 2012 4



TEXHOJIOT'Ti TA JA3AWH Enexmponni npucmpoi ma enekmpo-
Ne2 (3) 2012 p. MEXHIYHI KOMNAeKCU, KOMN T1omepHO-
IHMe2POBaHl cucmemu YnpaeiiHHs
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yt(by )+ by Y + const et*t
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Kpuy z(t), 300paxeHy Ha PUCYHKY 2, 3py4HO PO3IIISAIATH K CMiIEMIYHY KPHBY JUIS
JTaHOi MOJENi, TaK SK i130JIF0IOTh TUIBKU Ti KOMI'IOTEPH, Y SKHX MPOSBISIOTHCS O3HAKU

Bpa)KEHHS.
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Bucnosxu

B xoni nociimKeHHs MOIIMPEHHS MIKUIMBOTO KOAY B KOMIT'FOTEPHO-IHTETPOBAHUX
cucTeMax YHpaBiiHHA Oylo 3poOJEHO BHCHOBOK, IO NPU BHUKOPHUCTAHHI JAETEPMIHOBAHOI
MO/IeNi PO3NOBCIO/KEHHSI KOMIT IOTEPHHUX BIPYCiB, MU Ma€MO CTPIMKE 3pOCTaHHS 3apa’keHUX
710 TIEBHOI TOYKH MaKCUMYyMY, HICIISl IKOTO BiIOYBA€ThCs 3HIKYEThCA 10 HY/s. CToXacTu4Ha
MOJIeNIb He JJa€ YITKUX 3HA4YeHb, TakK SIK Y HEei € TUIbKM OJMH 3MIHHUH mapaMerp - 1€ 4ac, 3a
KU OyayTh 3apakeHi BCi KOMIT'IOTEpU. 3BIACH CIIIy€, IO XapaKTep MPOTIKAHHS emifeMii
MiATA€ThCS PI3KUM KOJUBAaHHSAM, OOYMOBIIEHUM BUIAJKOBUMH TNPUYUHAMH, 1 B THX
XapaKTepHUX BHUIAJKaX, KOJU EMifIeMis PO3MOBCIOUKYETHCS TyXe MOBUIBHO a00 HAaBIAKH
3aHaaTo MmBUAKO. OTxe, AeTepMiHOBaHA MOJENb A€ OUIbII TOYHHM ONMUC TMOIIMPEHHS

KOMI'TOTEPHO-IHTETPOBAHUX CUCTEMAaX YIPaBIIIHHA.
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Hccneoosanue mooeneit pacnpocmpanenus 6pe0OHOCH020 KOOA 8 KOMRbIOM ePHO-
UHMEZPUPOBAHHBIX CUCHEMAX YRPACTCHUA

B cmamve paccmampusaiomesi 0cHo6Hble MOOENU PACIPOCMPAHEHUSL KOMNLIOMEPHBIX
BUPYCO8 8 KOMNLIOMEPHO-UHMESPUPOBAHHBIX CUCMEMAX YNPABICHUS.
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KOMNbIOMEPHO-UHmMe2puposantole cucmemvl ynpaeienusi, SIR mooenv, demepmunuposannas
MOO€jIb, CIMOXACMUYECKAst MOOe/b.

V. Y. Shadhin, D.H. Del, Y.Y. Piddubna, 1.J. Rogalsky

The Investigation models the spread of malicious code in computer-integrated
control systems

The article reviews the main models of the spread of computer viruses in computer-
integrated control systems.

Keywords: model the spread of computer viruses, computer integrated control system,
SIR model, deterministic model, stochastic model.
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